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Introduction
Autonomous capabilities are reshaping nearly every sector, and the use of
autonomous functions in conflict raises especially grave responsibilities. Decisions
made in the design room, the test range, and the operations center can echo widely,
affecting civilian safety, regional stability, and public trust in governing institutions.
This book approaches autonomy in the use of force with a single guiding principle:
capability must be paired with control. The goal is not to celebrate technological
novelty, but to ensure that any system touching the use of force is bounded by law,
ethics, and rigorous safety engineering.

The intent and scope of this playbook are deliberately constrained. It does not teach
how to build weapons or provide operational recipes; rather, it offers high-level
frameworks, governance structures, and safety-first practices to help organizations
decide if, when, and how autonomous functions can be responsibly incorporated under
strict legal and ethical constraints. Readers will find guidance on establishing decision
rights, documenting assumptions, stress-testing systems under uncertainty, and
embedding human judgment where the law and morality require it. Throughout,
compliance with international humanitarian law and applicable national policies is a
nonnegotiable baseline.

Autonomy is not a binary property but a spectrum. Clarifying roles—what the machine
proposes, what the human authorizes, and how overrides function—is central to
preventing misuse and managing risk. Effective programs begin with unambiguous
requirements that explicitly prioritize civilian harm mitigation, proportionality, and
necessity, and then carry those priorities through every stage of the lifecycle. By
making control and accountability design objectives from day one, organizations can
reduce the chance that complexity obscures responsibility.

Safety for autonomous functions in conflict cannot be bolted on at the end. It requires
a systems perspective that spans data stewardship, scenario coverage, and
anticipatory analysis of edge cases and failure modes. Testing and evaluation must be
independent, repeatable, and auditable; results should inform assurance cases that
explain not merely that a system worked in the past, but why it can be trusted within
clearly defined boundaries. Cybersecurity, robustness under adversarial conditions,
and graceful degradation are likewise essential pillars of responsible capability.

Governance is the connective tissue that makes principles operational. Clear
accountability chains, transparent documentation, procurement due diligence, and
supplier assurance all help ensure that safety and legality are preserved across a
complex ecosystem of actors. Equally important are mechanisms for operational
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oversight and post-use review, so that incidents are detected, investigated, learned
from, and—crucially—publicly accounted for where appropriate. Engaging external
stakeholders and international partners helps build confidence, reduce arms racing
dynamics, and strengthen emerging norms.

This playbook is structured to be practical without being prescriptive about system
design. Each chapter introduces core concepts, decision frameworks, and questions
leaders should ask before authorizing autonomous functions linked to the use of force.
The aim is to help defense engineers, program managers, and procurement officials
cultivate a culture where safety, legality, and ethical restraint are first-class
requirements. By adopting disciplined governance and robust assurance practices,
organizations can narrow the gap between what is technologically possible and what is
responsible—ensuring that any autonomy touching human life remains firmly under
human judgment and the rule of law.
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CHAPTER ONE: Mission and Scope: Autonomy in the
Use of Force
The notion of machines making decisions in conflict zones might sound like something
ripped from a dystopian screenplay, but the reality is far more nuanced, and frankly, a
good deal more mundane in its origins. Autonomy, in its simplest form, is about a
system performing tasks without continuous human input. In the context of conflict,
this spans a vast spectrum, from a cruise missile autonomously navigating to a pre-
programmed target to a complex defensive system identifying and engaging incoming
threats without a human ever pressing a button. Our mission here is to clarify this
spectrum, understand where the lines are drawn, and establish a common language
for discussing the capabilities and limitations of autonomous systems when the stakes
are literally life and death.

The scope of this playbook is not to debate the ethics of war itself, nor to advocate for
or against the development of autonomous weapon systems. Instead, it operates on
the premise that such systems are a present and growing reality. Our focus is squarely
on the practicalities: how do we ensure that when these systems are designed,
deployed, and operated, they adhere to the highest standards of safety, legality, and
ethical conduct? It’s about building guardrails, not roadblocks. It's about ensuring that
the pursuit of technological advantage doesn’t outpace our ability to control its
consequences. Think of it as a guide for responsible innovation, a framework for those
who must navigate the treacherous terrain where cutting-edge technology meets the
ancient realities of warfare.

One might ask, why the sudden urgency? Autonomy isn’t new. Automated systems
have been part of defense for decades. The difference today lies in the sophistication,
the complexity, and the potential for these systems to operate with increasingly less
human oversight in dynamic, unpredictable environments. The algorithms are smarter,
the sensors are more precise, and the processing power is immense. These
advancements bring undeniable operational benefits, from reducing human exposure
to danger to increasing response times. However, they also introduce new vectors of
risk, from unforeseen interactions to unintended escalation. This playbook aims to
address those risks proactively, ensuring that the benefits are realized without
compromising fundamental principles.

Our mission, therefore, is to provide a robust framework for understanding, evaluating,
and mitigating these risks. This isn’t about fear-mongering; it’s about foresight. It’s
about ensuring that those on the front lines of design and procurement have the tools
to ask the right questions, to demand the right assurances, and to build systems that
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are not just effective but also trustworthy. We're not just talking about engineering
challenges; we're talking about legal interpretations, ethical considerations, and the
very real human element that underpins all decisions related to the use of force.

The scope also encompasses a recognition that autonomy in conflict is not a
monolithic concept. It exists on a continuum, and understanding where a particular
system falls on that continuum is paramount. Is it a system that merely suggests
actions to a human operator, or one that executes them independently? Is it confined
to a strictly defined battlespace, or capable of adapting to unforeseen circumstances?
These distinctions are not academic; they have profound implications for legal
compliance, ethical responsibility, and, most importantly, for minimizing unintended
harm.

Consider the historical progression. Early automated systems, while impressive for
their time, often operated within tightly constrained parameters. A landmine, for
example, is autonomous in its function – it waits, detects, and detonates without
human intervention. But its intelligence is limited; it cannot distinguish between a
combatant and a civilian, and its deployment is typically passive. Modern autonomous
systems, however, are often active, adaptive, and capable of complex decision-
making. They can interpret sensor data, identify targets based on learned patterns,
and even select appropriate responses from a range of options. This leap in capability
demands a corresponding leap in our approach to design, deployment, and oversight.

The scope of this book is decidedly practical. While we touch upon the theoretical
underpinnings, the emphasis remains on actionable guidance. This is a handbook for
practitioners – for the engineers grappling with complex algorithms, for the program
managers overseeing development cycles, and for the procurement officers
responsible for acquiring these advanced capabilities. It’s for those who need to
translate abstract principles into concrete design choices and operational protocols.

We will delve into the nuances of human-machine interaction, exploring concepts like
"human-in-the-loop," "human-on-the-loop," and "human-out-of-the-loop." These aren’t
just catchy phrases; they represent fundamentally different paradigms of control and
responsibility. Understanding which paradigm is appropriate for a given mission, and
how to rigorously implement it, is a core objective of this playbook. It's about
designing for control, not just for capability.

Furthermore, the scope extends beyond the purely technical. It acknowledges that the
successful and responsible integration of autonomous systems depends heavily on
robust governance. This includes clear accountability structures, transparent
documentation, and rigorous testing and evaluation frameworks. It also requires a
culture of safety that permeates every level of an organization, from the initial
concept phase to post-deployment analysis. Technology alone cannot solve the
challenges posed by autonomy in conflict; it requires a holistic approach that
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integrates legal, ethical, and organizational considerations.

This playbook does not seek to provide definitive answers to every conceivable
scenario. The landscape of autonomous technology is evolving rapidly, and what holds
true today might be superseded tomorrow. Instead, our mission is to equip readers
with a durable framework for critical thinking, a set of principles that can be applied to
new technologies and unforeseen challenges. It’s about fostering a proactive mindset,
encouraging a culture of continuous learning and adaptation, and ensuring that
responsible innovation remains at the forefront.

Ultimately, the mission and scope of this playbook are predicated on a fundamental
conviction: that the power of autonomous systems, when applied to the use of force,
must always be tethered to human judgment and accountability. The goal is not to
eliminate risk entirely – that is an impossible endeavor in any conflict – but to manage
it intelligently, systematically, and ethically. By understanding the capabilities and
limitations of autonomy, by establishing clear lines of responsibility, and by prioritizing
safety and compliance at every stage, we can strive to harness these powerful
technologies in a way that upholds human dignity and preserves the rule of law. It's a
challenging mission, but one that is essential for the future of warfare and the
preservation of global stability.
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