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Introduction
Artificial intelligence is reshaping the character of conflict—from intelligence analysis
and logistics to targeting support and cyber defense. While many applications promise
enhanced precision and faster decision cycles, they also introduce new failure modes,
compress the time available for human judgment, and create opaque interactions
across increasingly autonomous systems. In this contested, data-rich battlespace, the
absence of shared expectations can turn minor incidents into major crises. This book
offers a pragmatic roadmap to build international rules, verification mechanisms, and
confidence-building measures that reduce the risk of miscalculation and escalation
while preserving legitimate national security interests.

Our audience is broad but focused: diplomats who negotiate frameworks, defense
officials who must implement them, and civil society groups that supply expertise,
public accountability, and innovative ideas. Rather than arguing for or against
particular weapons categories in the abstract, we concentrate on workable norms and
operational guardrails—what can be agreed upon, verified, and scaled. Throughout,
we draw from the lived experience of arms control, nonproliferation, and cybersecurity
agreements, adapting proven tools to the distinct technical realities of machine
learning systems, data pipelines, and compute infrastructure.

Clarity about scope is essential. “AI in warfare” encompasses decision-support tools,
autonomy in mobility and targeting, defensive cyber tools using learning algorithms,
and command-and-control aids, among others. These systems are often dual-use, fast-
evolving, and deployed in combinations that make attribution and accountability
difficult. Effective governance cannot hinge solely on definitions that will age quickly.
Instead, we emphasize function-based approaches—tying obligations to operational
effects, risk levels, and the degree of human control—paired with technical measures
that are robust to rapid innovation, such as testing and evaluation standards,
auditable decision logs, and cryptographic verification primitives.

Verification is the linchpin of credible commitments. Traditional on-site inspections and
declarations must be complemented by novel mechanisms suited to software-
intensive capabilities: structured testing regimes, secure code and model escrow,
compute and training record audits, telemetry sampling, and privacy-preserving
proofs that reveal compliance without exposing sensitive details. Equally important
are scalable transparency measures that states can adopt unilaterally or
plurilaterally—common taxonomies, incident reporting templates, pre-notifications for
certain exercises, and hotlines staffed by technically literate officers—so that
reassurance is an everyday practice, not an extraordinary event.
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Norms succeed when they align incentives and create pathways for participation. That
requires smart sequencing of negotiations, starter packages that deliver immediate
risk-reduction benefits, and fallback options when consensus is elusive. It also requires
embedding industry, standards bodies, and civil society into the governance
ecosystem. Developers and operators hold much of the technical leverage—through
model design choices, logging, deployment gates, and safety cases—while civil society
helps surface edge cases, monitor implementation, and sustain political will. Our
approach treats these actors not as afterthoughts but as co-authors of durable
arrangements.

Finally, this book is designed for action. Each chapter concludes with decision
checklists, model language, and implementation playbooks that can be adapted to
diverse legal systems and threat environments. We present model clauses for treaties
and political commitments, propose metrics to track progress, and outline capacity-
building programs that enable broader participation. The goal is not a single grand
bargain, but a living architecture of norms and verification practices that can expand
over time, reduce the salience of the most destabilizing uses of AI, and help ensure
that technological advantage does not come at the expense of strategic stability or
human dignity.
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CHAPTER ONE: Why Governance for Military AI Now
The question isn't if artificial intelligence will profoundly alter warfare, but how and 
when. We are already well past the theoretical discussions of AI's potential and deep
into its practical integration across military domains. From logistics and intelligence
analysis to predictive maintenance and even semi-autonomous weapon systems, AI is
no longer a distant future but a present-day reality in arsenals around the globe. This
rapid adoption, while promising significant advantages, simultaneously introduces a
host of unprecedented challenges to international stability, ethical conduct, and
strategic foresight. The time for proactive governance, therefore, isn't someday; it's
now.

The urgency stems from several interlocking factors, primarily the accelerating pace of
technological development, the expanding range of AI applications in military
contexts, and the inherent dual-use nature of many AI capabilities. Unlike previous
revolutionary military technologies, such as nuclear weapons or even precision-guided
munitions, AI's evolution is not solely driven by state-sponsored research and
development. A vibrant commercial sector, fueled by massive investment and global
talent, is pushing the boundaries of what AI can achieve, often with direct applicability
to military functions. This democratized innovation means that sophisticated AI
capabilities can emerge rapidly and spread widely, bypassing traditional arms control
paradigms that focused on scarce resources or highly specialized infrastructure.

Consider the sheer speed of progress. Machine learning algorithms that were once
confined to academic papers are now powering everyday applications, and the
techniques are constantly refined and improved. What was considered cutting-edge
just a few years ago is now commonplace. This velocity presents a unique problem for
governance: how do you establish rules and norms around something that is a moving
target, constantly redefining its own capabilities and implications? A reactive
approach, waiting for crises to erupt before crafting solutions, risks always being a
step behind, attempting to close the barn door after the algorithmic horses have
bolted. The window of opportunity to shape the trajectory of military AI is open now,
but it is unlikely to remain so indefinitely. As states invest more heavily and integrate
AI more deeply into their defense structures, the costs and complexities of altering
course will only increase, hardening positions and making international consensus
more elusive.

Beyond the pace of development, the sheer breadth of AI's military applications
demands immediate attention. AI isn't a single technology; it's a suite of diverse
capabilities, each with its own set of risks and benefits. In intelligence, AI can sift
through vast quantities of data, identifying patterns and anomalies that would be
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impossible for human analysts to discern, offering unprecedented situational
awareness. In logistics, it can optimize supply chains, predict equipment failures, and
streamline maintenance, enhancing efficiency and readiness. These applications, while
powerful, generally fall within established ethical and legal frameworks, even if they
push the boundaries of what's possible.

However, the concern escalates significantly when AI moves into decision-making
roles, particularly those with lethal consequences. Autonomous targeting systems, for
example, raise fundamental questions about human control, accountability, and the
potential for unintended escalation. The idea of machines making life-or-death
decisions on the battlefield, even under human supervision, challenges long-held
ethical principles and international humanitarian law. While proponents argue that AI
can reduce civilian casualties through increased precision and reduced human error,
the potential for algorithmic bias, unforeseen interactions, and rapid, opaque decision
cycles introduces new layers of risk that cannot be ignored. The proliferation of such
systems without clear international understandings could lead to a destabilizing arms
race, where states feel compelled to acquire and deploy increasingly autonomous
capabilities simply to avoid being at a disadvantage.

The dual-use nature of AI further complicates the governance landscape. Many of the
underlying technologies that enable military AI—such as advanced machine learning
frameworks, powerful processors, and vast datasets—are also vital for civilian
applications, from medical diagnostics to climate modeling. This makes traditional
export controls, which focus on specific military hardware, less effective. A state
developing advanced AI for medical research could, in theory, readily adapt those
same underlying techniques for military purposes, often without significant
modification. This inherent ambiguity means that attempts to restrict military AI
development risk stifling beneficial civilian innovation. Governance frameworks,
therefore, must be nuanced, focusing not just on the technology itself, but on its
intended use, deployment context, and the degree of human oversight.

Another critical driver for urgent action is the potential for AI-driven arms races and
strategic instability. In a world where AI-powered systems can operate at machine
speed, compress decision cycles, and potentially engage in rapid, complex
interactions, the risk of miscalculation and inadvertent escalation dramatically
increases. Imagine a scenario where two opposing forces deploy AI-enabled defensive
systems that react instantaneously to perceived threats. A minor incident or a
technical glitch in one system could be misinterpreted by the other, triggering a rapid,
automated response that spirals out of control before human decision-makers can
intervene. This "flash war" scenario, while perhaps extreme, highlights the inherent
dangers of unchecked algorithmic interactions in a high-stakes environment. Without
agreed-upon norms for behavior, transparency mechanisms, and crisis communication
protocols, the temptation to develop ever-faster and more autonomous systems will
be immense, driven by the fear of being outmaneuvered. This creates a classic
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security dilemma, where each state's efforts to enhance its own security inadvertently
diminish the security of others.

The absence of shared understandings also creates a fertile ground for mistrust and
suspicion. When nations deploy advanced AI systems without offering any insight into
their capabilities, limitations, or safeguards, it naturally breeds anxiety among rivals.
Is that new AI-powered surveillance system purely defensive, or does it have offensive
targeting capabilities? Does an automated response mechanism have built-in human
veto power, or can it initiate actions independently? In a climate of secrecy, worst-
case assumptions tend to prevail, fueling defensive buildups and increasing the
likelihood of confrontation. Building confidence through transparency and predictable
behavior is not merely an idealistic aspiration; it is a pragmatic necessity for
maintaining international peace and stability in the age of AI.

Furthermore, the ethical dimension of military AI cannot be overlooked. While not
strictly a driver for governance in the sense of international law, the ethical
considerations profoundly influence public opinion, domestic policy debates, and
ultimately, the political will to engage in international norm-setting. Questions about
accountability when AI systems err, the potential for algorithmic bias to exacerbate
existing inequalities, and the very concept of delegating lethal decision-making to
machines resonate deeply with civil society and the broader public. States that ignore
these ethical concerns risk not only internal dissent but also international
condemnation, potentially undermining the legitimacy of their military AI programs.
Proactive engagement with ethical considerations, including incorporating them into
governance frameworks, can help build a more robust and widely accepted approach
to military AI.

Finally, the proliferation risk, though distinct from the dual-use challenge, adds
another layer of complexity. As AI capabilities become more commoditized and
accessible, the potential for non-state actors or smaller states to acquire and deploy
sophisticated military AI systems grows. This could dramatically alter the balance of
power, enable new forms of terrorism or destabilization, and make existing arms
control regimes even more difficult to enforce. While the most advanced military AI
systems still require significant resources, the trend toward open-source AI tools and
accessible computing power suggests that the barriers to entry will continue to lower.
Establishing international norms and verification mechanisms now, while the
technology is still largely in the hands of states, offers the best chance to manage this
future proliferation risk before it becomes unmanageable.

In essence, the window for establishing effective governance over military AI is finite
and closing. The confluence of rapid technological advancement, diverse and
expanding applications, dual-use challenges, the specter of destabilizing arms races,
ethical imperatives, and proliferation risks creates an urgent and compelling case for
immediate international action. This isn't about halting progress; it's about shaping it
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responsibly, ensuring that the immense power of artificial intelligence is harnessed for
security and stability, rather than becoming a catalyst for conflict. The following
chapters will delve into the specific mechanisms and strategies required to build this
much-needed governance architecture.
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