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Introduction
Artificial intelligence agents are no longer confined to demos and research labs. They
read and synthesize information at scale, call tools, write and execute code, transact
with external systems, and collaborate with people. This new autonomy delivers
compounding leverage—and introduces compounding risk. Agent Security: Threats
and Defenses surveys that risk with clear-eyed pragmatism and offers a defensible
path forward for organizations that want the benefits of agents without accepting
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avoidable exposure.

This book begins by mapping the modern threat landscape for agents. We examine
how adversaries manipulate inputs to subvert goals, poison data pipelines to shape
outputs, infer sensitive information from models, and abuse connected tools to turn
helpful assistants into unintended actors. These risks are not hypothetical: they arise
from structural properties of machine learning, the openness of natural-language
interfaces, and the growing surface area created by integrations, plugins, and retrieval
systems. Understanding these properties is the first step toward designing resilient
agents.

From understanding comes architecture. We focus on building defense-in-depth for
agents: establishing trust boundaries, constraining capabilities to the minimum
necessary, mediating actions through policy and review, and isolating high-risk
operations. Rather than rely on a single “silver bullet,” we describe layered
controls—data provenance, input/output filtering, environment isolation, secrets
management, authentication and authorization, and continuous monitoring—that work
together to prevent, detect, and contain failures and attacks. Where possible, we favor
patterns that are simple to reason about, auditable, and automatable.

Security is a practice, not a product. Readers will learn how to operationalize agent
security through red-team exercises tailored to autonomous behaviors, through
metrics and evaluations that track robustness over time, and through incident
response plans that recognize the unique failure modes of learning systems. We
translate familiar security disciplines—threat modeling, change management, logging,
forensics—into the agent context, highlighting where traditional approaches still apply
and where they must evolve.

Because agents span technical and human systems, we emphasize culture and
governance as much as code. Secure prompts and policies matter, but so do clear
roles, escalation paths, and feedback loops between developers, security teams, and
frontline operators. We align practices with regulatory expectations and ethical
commitments, showing how privacy, transparency, and accountability can be
advanced—not hindered—by sound security engineering.

Finally, this book is opinionated but vendor-neutral. Examples and patterns are
presented generically so they can be implemented with a variety of tools and
platforms. Each chapter builds toward a maturity model you can apply to your
organization, whether you are piloting a single agent or operating a fleet that touches
sensitive data and real-world systems. By the end, you will have a roadmap for
identifying attack surfaces, prioritizing controls, validating defenses, and responding
effectively—so your agents remain helpful to you, and resilient against adversaries.
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CHAPTER ONE: The AI Agent Threat Landscape
The advent of AI agents marks a significant shift in how we interact with technology,
moving from passive tools to autonomous entities capable of decision-making and
action. This increased autonomy, while powerful, dramatically expands the attack
surface for adversaries. No longer are security concerns limited to traditional software
vulnerabilities; instead, we must contend with threats that exploit the very nature of
machine learning and natural language processing. Understanding these new vectors
is the essential first step in building resilient AI agent systems.

One of the most pervasive and insidious threats facing AI agents is prompt injection.
This attack exploits the way large language models (LLMs) interpret and execute
instructions. By crafting malicious inputs, adversaries can trick an agent into
disregarding its original programming and performing unintended actions. Imagine a
helpful customer service agent suddenly divulging sensitive customer data because a
cleverly worded prompt overrode its security protocols. These attacks can be direct,
where a user explicitly attempts to subvert instructions, or indirect, where malicious
content is hidden within data the agent retrieves from external sources, like a
malicious webpage. Indirect prompt injection is particularly dangerous because a
legitimate user can unknowingly trigger an attack by simply interacting with
compromised content. This vulnerability is so significant that it's listed as the number
one security concern in the OWASP Top 10 for LLM Applications. The consequences
can range from data exfiltration and intellectual property theft to misinformation
propagation and even remote code execution.

Beyond manipulating prompts, adversaries can also poison the very wellspring of an
agent's knowledge: its data. Data poisoning attacks involve injecting corrupted,
manipulated, or biased data into the training datasets that AI models learn from. This
insidious tactic can lead to backdoors, skewed outputs, or unsafe behavior, often
triggered by only a minuscule amount of poisoned data. Unlike prompt injection, which
is a runtime attack, data poisoning influences the model before it's even deployed,
making the resulting behavioral changes persistent and difficult to detect. These
attacks can occur during pre-training, fine-tuning, or even through retrieval-
augmented generation (RAG) systems where agents fetch information from external
sources. For example, a malicious actor might plant poisoned content in an open-
source dataset, knowing that many enterprises will eventually use it to train their
agents. The impact can be severe, leading to inaccurate predictions in critical
applications like medical diagnoses or financial fraud detection, and can even expose
organizations to legal liability.

Another sophisticated threat lies in model inversion. This privacy attack allows
adversaries to reconstruct sensitive data that the model was trained on by
systematically analyzing its outputs. Even if a model is deployed as a "black box"
behind an API, attackers can still infer details about the training data, including
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personally identifiable information (PII), trade secrets, or confidential relationships.
Model inversion exploits the fact that machine learning models, especially those that
are overfitted, retain traces of their training data within their parameters or output
behavior. By repeatedly querying the model and analyzing its predictions or
confidence scores, attackers can reverse-engineer features of the original dataset.
This could lead to a healthcare model revealing patient names and addresses, or a
financial model exposing proprietary pricing strategies. The ramifications extend to
significant privacy violations, regulatory non-compliance, and a loss of competitive
advantage.

The increasing autonomy of AI agents, coupled with their ability to interact with
external tools and systems, introduces a critical attack surface: command abuse. AI
agents often have access to a variety of tools, APIs, and automation pipelines, allowing
them to perform real-world actions. If an adversary can manipulate an agent into
misusing these tools, the consequences can be far-reaching. For instance, a
compromised agent could be coerced into deleting files, exfiltrating credentials,
making unauthorized API calls, or reconfiguring systems. This is not merely about
influencing an agent's output; it's about controlling its behavior and actions in the real
world. A single malicious input could trigger a chain of actions, all executed with the
agent's legitimate authority. The risk is compounded by over-permissioning, where an
agent is granted more access than it truly needs, transforming it into a highly
privileged "superuser" for an attacker to exploit. Recent incidents have demonstrated
how malicious instructions embedded in seemingly innocuous content, like email or
web forms, can lead to agents abusing their tool access to leak sensitive data.

The threat landscape for AI agents is not a static picture but a dynamic, evolving
challenge. New attack vectors are constantly emerging, and existing ones are
becoming more sophisticated. Adversarial examples, for instance, are subtly modified
inputs that cause an AI model to misclassify data, often imperceptible to human eyes
but highly effective in fooling machine learning systems. These can range from a
single-pixel change fooling a computer vision system to small stickers on a stop sign
making a self-driving car interpret it as a speed limit sign. These attacks, which focus
on the logic and behavior of AI models rather than traditional software flaws, can
bypass conventional security measures and silently degrade model accuracy.
Furthermore, the interconnected nature of multi-agent systems introduces risks like
agent communication poisoning, where attackers inject malicious information into
agent-to-agent communication channels, disrupting collaborative workflows and
manipulating collective decision-making. The very trust mechanisms designed to
ensure safety, such as human-in-the-loop (HITL) approval dialogs, can also be
exploited. Adversaries can craft prompts that manipulate these dialogs, tricking users
into authorizing malicious actions while believing they are approving a benign
operation.

The speed at which AI agents are being deployed, often with extensive access to
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sensitive data and critical systems, outpaces the ability of security teams to
adequately assess and mitigate the risks. Many organizations lack the necessary
visibility and controls to govern this emerging "agentic workspace". This creates a
dangerous governance gap, where agents might operate with excessive data access
or unsupervised privileges, making them prime targets for exploitation. The
consequences of a compromised agent can be severe, leading to data breaches,
compliance violations, and significant financial and reputational damage. As AI agents
move from experimental tools to integral parts of enterprise operations, the need for
specialized AI agent security practices becomes paramount. Traditional cybersecurity
approaches, designed for static applications, are often insufficient to address the
unique vulnerabilities of systems that learn, adapt, and make independent decisions.
The attack surface has expanded to every layer surrounding the model, including the
data it consumes, the knowledge it retrieves, the memory it stores, and the tools it
invokes.

The challenges extend to the very supply chain of AI development. Malicious actors
can target open-source repositories and datasets used for training, or embed hidden
instructions in the descriptions of external tools and plugins that agents rely on. A
compromised AI skill or tool could spread across agent networks, silently exfiltrating
credentials, accessing sensitive files, or creating compliance violations at machine
speed. For example, a seemingly legitimate software package used by agents could be
updated with a tiny, malicious change that allows it to copy sensitive information
without detection. This emphasizes the critical importance of scrutinizing every
component within the AI agent ecosystem, from foundational models to plugins and
dependencies. Without robust security measures implemented throughout the entire
lifecycle of an AI agent, from development to deployment and ongoing operation,
organizations remain vulnerable to a sophisticated and rapidly evolving threat
landscape.

This is a sample preview. Purchase the book to read the full content.
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