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Introduction
Modern computing is built on a simple promise: turn bits into behavior. From
smartphones to cloud-scale data centers, that promise is delivered by processors,
memory hierarchies, interconnects, and storage working in concert. Yet the gap
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between what software asks for and what hardware can supply has never been more
consequential. This book bridges that gap. It explains how contemporary CPUs and
GPUs are designed, how they actually execute your code, and how you can shape
programs to align with architectural realities rather than fight them.

We begin with fundamentals—logic, instruction sets, datapaths, and control—then
move into the mechanisms that make modern chips fast: deep pipelines, speculative
execution, sophisticated branch predictors, and out-of-order, superscalar issue. Along
the way, we demystify the memory wall by examining caches from L1 to last-level,
address translation, and the policies that govern coherence and consistency. These
topics are not mere hardware trivia; they are levers that determine latency,
throughput, and tail behavior in real applications.

The book treats performance as a first-class engineering discipline. You will learn how
to measure what matters, design meaningful experiments, and interpret profiles with
healthy skepticism. We cover practical tools—performance counters, profilers, tracing
frameworks, flame graphs—and show how to connect their readouts to root causes in
the microarchitecture. Rather than optimizing blindly, you will develop a workflow that
moves from hypothesis to evidence to intervention, with reproducibility and safety in
mind.

Because today’s workloads increasingly rely on parallelism, we devote significant
attention to concurrency on CPUs and massive parallelism on GPUs. We focus on the
principles—work decomposition, synchronization, locality, and communication
avoidance—that underlie performance across programming models. You will see how
scheduling, vectorization, memory placement, and NUMA awareness shape scalability,
and how to navigate the trade-offs between portability and peak efficiency in
heterogeneous systems.

Security, power, and reliability are now core constraints, not afterthoughts. We
examine how microarchitectural features can become attack surfaces, how power and
thermal limits cap sustained performance, and how resilience techniques mitigate soft
errors and aging. Understanding these forces helps you write code that is not only
fast, but also robust and responsible under real operating conditions.

Finally, we connect principles to practice with case studies drawn from modern CPU
and GPU microarchitectures. By dissecting real designs and real performance
investigations, we demonstrate how small code changes—data layout, loop
transformations, prefetching strategies, or synchronization choices—can unlock
outsized gains. Whether you are a software engineer seeking to make programs fly, or
a hardware engineer validating design decisions against workloads, this book will
equip you to translate architectural insight into measurable results.
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CHAPTER ONE: Foundations: Bits, Logic, and
Computation
Computers manipulate bits. This simple truth hides a universe of machinery that turns
binary decisions into complex behavior. A single bit, a 0 or 1, is too small to represent
a temperature, a word, or an image. Yet every piece of data you care about eventually
becomes a long string of bits, and every operation you perform is ultimately a
sequence of logical transformations on those bits. The journey from bits to silicon
begins with an agreement about how to represent information, how to combine it with
logic, and how to make decisions. Once that foundation is firm, we can talk about
building circuits that perform arithmetic, remember state, and follow instructions. The
bridge from logic to computation is a short one, but crossing it requires understanding
a few basic ideas: abstraction, encoding, and the physical realization of logical
functions. These ideas are not just theory; they shape how fast, power-efficient, and
reliable your programs will be on real hardware.

At the bottom, logic is built from gates that implement Boolean algebra. AND, OR, and
NOT are the primitives that combine to form any logical function. You can build
adders, comparators, multiplexers, and encoders purely from these gates. For
example, a half-adder uses XOR and AND to compute sum and carry from two bits. A
full-adder extends this to include a carry-in. Chain those into a ripple-carry adder and
you can add multi-bit numbers. This structure is simple but slow, because carries
ripple through the chain. Modern hardware uses carry-lookahead logic to predict
carries quickly, trading gates for speed. Understanding these trade-offs helps you see
why certain operations are cheap and others are expensive. In practice, gate-level
design is automated by synthesis tools, but the underlying logic shapes the latency
and area of every circuit.

Binary arithmetic is the next layer. Signed integers are typically represented in two’s
complement, which makes addition and subtraction the same operation and gives a
natural zero. For unsigned numbers, straightforward binary addition suffices.
Subtraction becomes addition after negation, which flips bits and adds one. This
elegance avoids special cases. Multiplication and division are more complex;
multiplication is essentially repeated addition with partial products, and division is
iterative subtraction with shifting. Hardware implements these with arrays of adders
and shifters, or Wallace and Dadda trees to reduce carry propagation delay. Floating-
point numbers encode sign, exponent, and mantissa according to IEEE 754. Special bit
patterns represent infinities and NaNs. The standard specifies rounding modes and
exception handling, which ensure consistent results across implementations.
Arithmetic is deterministic but can still surprise you: rounding and cancellation are real
phenomena that software must respect.

Representing characters and text requires encoding schemes. ASCII uses seven bits,
which grew to eight in extended ASCII. Unicode enlarged the space dramatically, with
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UTF-8 as the dominant encoding for interoperability. UTF-8 encodes code points as
one to four bytes, using leading bits to indicate length. This design preserves ASCII
compatibility and avoids byte-order issues. Conversions between encodings are not
free; they require parsing and branching. Code that assumes fixed-width characters
can break subtly. For example, treating UTF-8 as ASCII may misinterpret leading bytes
and produce wrong counts or offsets. Likewise, normalizing text involves more bit
manipulation, but it keeps algorithms portable. The key takeaway is that the bit
patterns you use to represent data affect how you traverse and transform it, which
ultimately impacts performance and correctness.

Boolean logic is not only for arithmetic. It also enables decision-making. The simplest
decision is a multiplexer: choose between two inputs based on a selector bit. More
complex decisions come from comparisons: equality, greater than, less than. In
hardware, comparators are built by XORs and NORs that detect mismatches.
Programmatically, these translate to conditional branches in code. The way these
branches are resolved determines pipeline efficiency. In modern processors,
mispredicted branches are expensive because the machine must flush speculative
work and restart. That cost comes directly from the cost of logical decisions at the
gate level: evaluating conditions takes time, and resolving them too late stalls forward
progress.

Sequential logic introduces memory. Latches and flip-flops store bits over time. A D
flip-flop captures data on a clock edge; a register file is a bank of such flip-flops. Clocks
coordinate updates across the chip. Too fast, and signals don’t arrive in time; too slow,
and performance suffers. Metastability is the ghost in this machine: if data changes
near the clock edge, the output can wobble before settling. Synchronizers use chains
of flip-flops to reduce the probability of metastability propagating across clock
domains. These concepts matter in systems where asynchronous events—like user
input or network packets—meet synchronous logic. The boundary between analog and
digital behavior is real, and engineers must respect setup and hold times to avoid
unpredictable results.

State machines are how we orchestrate sequences of actions. A finite state machine
has states, inputs, transitions, and outputs. Control units in processors are elaborate
FSMs, sometimes microcoded, sometimes hardwired. They direct the datapath to
fetch, decode, execute, and retire instructions. In hardware, an FSM is a set of
registers that hold the current state and combinational logic that determines the next
state. In software, it often appears as switch statements or dispatch tables. The
performance of an FSM depends on how many transitions must be evaluated per cycle
and whether those transitions depend on slow signals. As systems grow, hierarchical
FSMs help manage complexity, but the fundamental trade-off remains: more states
mean more precision in control, but also more chances for bugs and timing trouble.

Combinational circuits are memoryless: outputs depend only on current inputs.
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Sequential circuits have memory: outputs depend on current inputs and past state. In
complex designs, the boundary between the two is carefully engineered to avoid races
and hazards. A hazard is a temporary incorrect output caused by unequal delays along
different paths. For example, in an adder, a carry might change after the sum has
already been computed, causing a glitch. Solutions include adding buffers, redesigning
logic to be hazard-free, or simply letting the clock sample stable values after
transients settle. Recognizing hazards helps explain why some designs are robust
across process variations while others are not. It also influences how you reason about
timing constraints and verification.

Information redundancy and error detection are essential when bits travel through
noisy environments. Parity adds a single bit to track whether the number of 1s is even
or odd. It’s cheap but limited; it cannot correct errors, only detect them. Cyclic
redundancy checks use polynomial division to detect burst errors. Stronger codes like
Hamming codes add more bits to both detect and correct single-bit errors. Error-
correcting codes are common in memories and storage. They add overhead in bits and
computation but provide resilience. Understanding the cost of these codes helps you
decide where to use them: on-chip SRAM may be protected differently than off-chip
DRAM. The principles are simple, but their application affects reliability, power, and
even system architecture.

Transmission of bits between components introduces encoding schemes that ensure
signal integrity. NRZ (non-return-to-zero) is simple but can create long runs of identical
bits, which complicates clock recovery. Manchester and 8b/10b encoding guarantee
transitions at the cost of higher bandwidth. On modern serial links, techniques like
lane bundling and deskew align multiple channels. Latency and bandwidth are not
synonyms: bandwidth is throughput, latency is delay. Pipelining reduces latency per
unit of work for long paths, but adds stage delay to any single operation. Engineers
often trade off burst size, buffer depth, and clocking schemes to meet eye diagrams
and jitter budgets. When software assumes zero-cost communication, these hardware
realities can bite.

Clocks and timing are the heartbeat of digital systems. A synchronous design updates
state on clock edges, enabling predictable behavior. Timing analysis verifies that all
signals meet setup and hold constraints. The clock tree distributes the clock with
minimal skew, consuming significant power. In low-power designs, clock gating shuts
off clocks to idle units. Frequency scaling varies the clock to manage power and heat.
In asynchronous designs, handshakes replace global clocks, potentially saving power
but complicating verification. Modern chips often mix synchronous islands with
asynchronous interfaces. Recognizing these trade-offs helps you understand why
maximum frequency ratings come with thermal design power envelopes and why
sustained performance differs from peak.

At the physical level, transistors implement logic. CMOS technology uses
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complementary pairs of n-type and p-type devices. Logic levels correspond to
voltages, and switching consumes energy primarily through charging capacitance.
Dynamic power is proportional to capacitance, voltage squared, and frequency.
Leakage power persists even when idle. As nodes shrink, subthreshold leakage
increases and reliability challenges grow. Electromigration, aging, and soft errors
become first-order concerns. Physical design arranges gates into standard cells, routes
wires, and manages power grids. Placement and routing tools solve massive
optimization problems. The result is that the cost of a logic operation depends not only
on its function but on its physical location, wire lengths, and thermal environment.
Code that touches far-apart data structures can literally draw more power.

Field-programmable gate arrays offer a different path: they implement logic using
lookup tables and programmable interconnect. FPGAs can model custom hardware
without fabrication. They are useful for prototyping, acceleration, and domain-specific
tasks. Their architecture includes DSP slices for arithmetic, block RAM for storage, and
high-speed transceivers. Programming them involves hardware description languages
or high-level synthesis. Latency and throughput can be excellent, but the clock rates
are typically lower than ASICs. For software engineers, FPGAs highlight the difference
between compiling instructions and configuring circuits. The bitstreams that program
FPGAs are themselves data, and they encode the entire logic structure. Understanding
FPGAs clarifies what is fixed in a CPU and what is flexible.

Application-specific integrated circuits push performance and efficiency by hardening
logic for specific tasks. GPUs, AI accelerators, video encoders, and networking ASICs
are examples. They exploit massive parallelism, specialized data paths, and memory
hierarchies tuned to particular workloads. The design cost is high, but the payoff is
immense. When you see a GPU achieve orders-of-magnitude speedups, remember
that it is a collection of specialized units arranged to minimize data movement and
maximize throughput. The ISA of such devices may be opaque, but the architectural
principles—parallelism, locality, and specialization—remain the same. Software written
with these principles in mind will outperform naive code even on general-purpose
CPUs.

Information theory quantifies what bits can represent. Entropy measures the average
information content. Compression reduces redundancy to save storage and
bandwidth. Arithmetic coding and Huffman coding are classic methods; LZ variants
find repeated patterns. Compression is a trade-off between compute and capacity. In
hardware, decompressors may be inlined into storage or network paths to reduce
latency. Lossy compression, common in media, exploits perceptual limits. Care is
required to avoid artifacts that confuse downstream algorithms. For example, a small
compression error might change the outcome of a machine learning classifier.
Representing data efficiently is not just about size; it affects how often you touch
memory and how much you parallelize, which are critical to performance.
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Data alignment affects both correctness and performance. Some architectures require
aligned access for multi-byte words; others allow unaligned loads but at a cost.
Misaligned accesses can cross cache lines or page boundaries, causing multiple
memory transactions. Compilers often insert padding to align structures, trading space
for speed. In network protocols and file formats, alignment ensures portability. When
you design data layouts, consider how the hardware will fetch them. For example,
placing frequently accessed fields together improves locality and reduces the number
of cache lines touched. The decision to pack or pad is a negotiation with the memory
subsystem.

Endianness is the order of bytes within a word. Big-endian stores the most significant
byte at the lowest address; little-endian does the opposite. Network byte order is big-
endian; x86 is little-endian. Converting between them requires byte swapping. Mixing
endianness without care leads to corrupt data. When you write code that moves data
across systems, use conversion functions or enforce a canonical order. Hardware can
help with byte-swap instructions, but the real solution is consistency. The choice of
endianness is arbitrary, but the existence of the problem is not. It is a reminder that
bits are stored in physical memory with a particular convention, and conventions
matter.

Floating-point representation introduces rounding and precision issues. A 32-bit float
has limited mantissa bits; 64-bit doubles provide more precision but take more space
and bandwidth. Operations are not associative due to rounding: adding numbers in
different orders yields different results. This violates the usual algebraic expectations
that code may rely on. Compiler optimizations can rearrange operations, changing
results. That’s why standards define reproducible behaviors and flags to constrain
transforms. Special values like NaN propagate through calculations, signaling errors.
Understanding these nuances prevents subtle bugs. In performance terms, vectorizing
floating-point arithmetic is powerful, but ensuring numerical stability is essential to
meaningful results.

Boolean algebra covers decisions, but arithmetic covers scales. Fixed-point arithmetic
is useful when floating-point hardware is unavailable or too costly. It represents
fractional numbers as integers with an implicit scaling factor. Operations are simple
adds and multiplies, with attention to overflow and precision. In signal processing,
fixed-point is common because it is predictable and efficient. In hardware, fixed-point
fits neatly into integer ALUs. The trade-off is dynamic range: you must manage scaling
factors carefully. Software libraries often provide saturating and rounding modes to
mimic hardware behavior. Choosing the right representation is an early optimization
that determines subsequent algorithmic choices.

Circuits need to be verified. Simulation is slow but thorough. Formal methods prove
properties mathematically. Equivalence checking ensures that a synthesized netlist
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matches the original RTL. Timing analysis prevents late surprises. For software
engineers, analogous practices include unit tests, static analysis, and fuzzing. In both
domains, the goal is confidence that the system behaves as intended under all inputs.
Bugs that escape into silicon are expensive; bugs that escape into production systems
can be catastrophic. The verification pipeline parallels the design pipeline.
Understanding this process clarifies why hardware evolves conservatively and why
new features are rolled out with caution. It’s not lack of imagination; it’s risk
management.

Real systems are asynchronous at boundaries. Clock domains cross through
synchronizers and FIFOs. Handshakes use request and acknowledge signals.
Asynchronous design avoids global clock distribution, saving power and tolerating
variability. It also introduces challenges: arbitration, deadlock, and liveness proofs. In
software, we see similar issues with event loops and message passing. The underlying
theme is coordination without a global notion of time. When you consider
performance, remember that crossing boundaries adds latency. Batching, buffering,
and protocol choices reduce overhead. In hardware, these mechanisms are explicit; in
software, they are often hidden by abstractions. Exposing them helps you design
robust systems.

Security starts with bits. Confidentiality requires encryption, which transforms data
with keys and algorithms. Integrity requires authentication codes and hashes.
Availability depends on robust control logic and rate limiting. At the microarchitectural
level, side channels leak information through timing, power, or shared resources like
caches. Mitigations often involve isolation and randomization. Hardware features like
trusted execution environments, memory protection units, and secure boot establish
roots of trust. Software must cooperate by minimizing secret-dependent branches and
accesses. The cost of security is measurable in cycles and power. Ignoring it yields
systems that work fast but fail catastrophically under attack.

Designing for resilience means accepting that bits can flip. Cosmic rays and power
supply noise cause soft errors. Error-correcting codes detect and correct them in
memories. Instruction replay mechanisms can retry operations transparently.
Watchdogs and parity checks catch hangs and data corruption. Durability also involves
redundancy: RAID for storage, replication for services. In hardware, margins and
guardbands ensure operation under worst-case conditions. In software, idempotent
operations and transactional semantics allow recovery. The discipline of designing for
failure makes systems trustworthy. Performance without resilience is a liability.

Manufacturing variability means not all chips are identical. Process corners model fast
and slow silicon. Parts are binned by frequency and power. Dynamic voltage and
frequency scaling adapts to workload and thermal conditions. Aging effects like
negative-bias temperature instability shift thresholds over time. Reliability features
monitor health and adjust. Understanding these effects explains why a chip’s
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maximum frequency is not always sustainable and why firmware may throttle under
load. It also motivates overprovisioning and cooling design. For software, this is
another reason to write code that is tolerant of variation, not assuming constant
performance.

Modeling hardware helps predict software behavior. Cycle-accurate simulators are
slow but precise. Trace-driven models replay memory accesses. Statistical models
approximate bottlenecks. Performance counters provide ground truth. When you
profile, you are measuring the intersection of your code and the model of the machine.
Interpretation requires care: the observer effect is real. Adding probes changes timing;
running in debug mode disables optimizations. Nevertheless, modeling enables
exploration: what if cache were larger? What if latency were lower? The ability to ask
these questions and answer them with evidence is the essence of performance
engineering.

Computation is not magic; it is an agreement about how to represent information, how
to manipulate it, and how to make it physically real. From bits and gates to circuits
and systems, each layer builds on the last with careful interfaces and predictable
behavior. That predictability is what allows software to be portable and hardware to be
composable. It also reveals constraints: the finite speed of light, the cost of moving
data, the energy required to switch a transistor. Recognizing these constraints is not
pessimism; it is clarity. With clarity, you can design algorithms and architectures that
respect reality and achieve results. And with that foundation, we can now turn to the
structures that execute instructions and orchestrate computation at scale.

This is a sample preview. Purchase the book to read the full content.
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