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Introduction
The internet feels immediate and weightless, yet it is anchored in places you can visit
and machines you can touch. This book tells the story of that hidden infrastructure
and the protocols that animate it—how glass fibers, routers, and naming systems
combine to move every message, map, and market order. It is both a narrative from
ARPANET’s experimental packet switches to today’s fiber backbones and a practical
guide to the technologies that keep the global network running.

At the physical layer, the internet depends on cable trenches, conduits, repeater huts,
terrestrial backbones, and undersea cables that cross oceans and fault lines. Along
those paths, light is amplified, regenerated, and protected; ships lay and repair cables;
landing stations braid international networks into local access loops. Understanding
this geography—and the engineering compromises that shape it—is essential to
grasping why latency differs by route, why outages cluster in certain places, and how
resilience is built into (and sometimes missing from) the world’s connective tissue.

Above the glass and copper, the protocol layer gives the network its behavior. Packets
are chopped, addressed, queued, and forwarded. TCP regulates flow and recovery; IP
provides a common substrate; routing protocols such as OSPF, IS‑IS, and BGP compute
paths across constantly changing topologies. DNS translates human-readable names
into numeric addresses, leaning on caches, anycast, and a globally distributed
hierarchy to keep lookups fast and stable. These mechanisms are not abstract
academic designs—they are living systems that operators tune daily in response to
congestion, failures, and attacks.

Infrastructure is inseparable from economics and policy. Interconnection agreements
determine who pays whom and where networks meet. Regulatory choices influence
competition in the last mile, the pace of fiber deployment, and access to spectrum.
Governance bodies like the IETF, ICANN, and the Regional Internet Registries
coordinate standards, names, and numbers while navigating national interests and
commercial pressures. The internet’s openness and success have always been
contested, shaped by commercialization, privatization, and headline policy battles
such as net neutrality.

Security and resilience thread through every layer. DDoS mitigation, route filtering,
RPKI, and DNSSEC aim to harden the control plane and the naming system;
redundancy, traffic engineering, and meticulous operational practice aim to contain
failures when they do occur. Natural disasters, fiber cuts, misconfigurations, and
hijacks will happen; what matters is preparation—visibility through measurement and
telemetry, clear playbooks, and architectures designed to degrade gracefully rather
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than collapse.

This book is written for technologists who need to reason about networks beyond their
own data center and for policymakers who must make decisions that will either
strengthen or weaken the internet’s foundations. Each chapter explains essential
concepts, traces their evolution, and connects them to real-world deployments and
trade-offs. By the end, you will be equipped to read a traceroute with a cartographer’s
eye, interpret a peering dispute with an economist’s caution, and evaluate resilience
plans with an engineer’s skepticism.

The internet’s “untold story” is not a single plot but a network of dependencies:
physics constrains protocols; protocols expose incentives; incentives shape topology.
Seeing those connections clearly is the first step toward building an internet that is
faster, fairer, and more durable—one that can carry the next half-century of ideas with
the same audacity that carried the first.
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CHAPTER ONE: From ARPANET to the Internet:
Origins of Packet Switching
The story of the internet begins not with a grand vision of a global network, but with a
practical problem and a radical idea. In the late 1960s, the United States Department
of Defense’s Advanced Research Projects Agency, known as ARPA, faced a growing
challenge. A vast constellation of research institutions and universities, many funded
by ARPA, were using incompatible mainframe computers. Each machine spoke its own
language and relied on dedicated terminals. Sharing data meant finding a device
compatible with the source system, or shipping punch cards across the country. This
inefficiency frustrated researchers and limited collaboration. ARPA’s solution was to
create a shared network, but it couldn't simply link the computers directly, as any
single link failure would cripple the connection. This is where the concept of packet
switching, a radical departure from existing telephony, entered the picture.

At the heart of this shift was Paul Baran at the RAND Corporation, who had been
thinking about survivable communications for a nuclear attack scenario. The
traditional telephone network relied on circuit switching, where a dedicated path was
established between two callers for the duration of their conversation. If an exchange
or trunk line was destroyed, the calls would simply drop. Baran proposed a distributed
network of interconnected nodes. Instead of a single fragile path, messages would be
broken into smaller, standardized blocks of data—what he would call “message
blocks.” These blocks would be sent independently across the network, hopping from
node to node, and reassembled at the destination. The network would dynamically
route around damage, using whatever links were available. A network of networks,
resilient by design.

Meanwhile, across the Atlantic, Donald Davies at the UK’s National Physical Laboratory
was independently developing a similar idea. He needed a way to connect his lab’s
computers to others and recognized the inefficiency of dedicated lines. He coined the
term “packet” for these small chunks of data and envisioned a network where users
could send and receive packets as needed, sharing the network’s capacity. This
approach, called packet switching, would allow multiple users to communicate
simultaneously over the same links, vastly increasing efficiency and reducing costs. It
was a radical idea that treated the network as a shared resource, not a set of private
pipes. The collision of these two visions—one for military survival and the other for
computational efficiency—set the stage for the ARPANET.

The ARPANET project was officially launched in 1966, with ARPA’s Robert Taylor and
Lawrence Roberts managing its development. The plan was to connect four initial
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sites: UCLA, Stanford Research Institute (SRI), the University of California, Santa
Barbara (UCSB), and the University of Utah. To manage this ambitious project, the
team at Bolt, Beranek, and Newman (BBN) was contracted to build the network’s first
routers, which they called Interface Message Processors (IMPs). These were custom-
built minicomputers that would serve as the network’s traffic directors, sitting between
the host computers and the communication lines. Each IMP would store packets, check
for errors, and forward them toward their destination. The choice of Honeywell
DDP-516 minicomputers as the hardware base was a pragmatic one; they were robust
enough for the task but still relatively accessible for the time.

The first node of the ARPANET was installed at UCLA in September 1969. The team,
led by Leonard Kleinrock, had developed the theoretical underpinnings of packet
switching and queueing theory, so it was fitting that their site would be the first to go
live. The second node was installed at SRI just a month later. As they prepared for the
first host-to-host connection between these two sites, a famous moment occurred that
revealed both the promise and the teething problems of the new system. Charley Kline
at UCLA tried to send the word "LOGIN" to Bill Duvall at SRI. He typed "L," and the
system crashed. After a reboot, he typed "O," and the system crashed again. On the
third attempt, he typed "G," and the system remained stable. The first message on the
ARPANET was, simply, "LOGIN." It was a humble but monumental beginning.

As more nodes were added to the growing network, the complexity of managing the
connections increased. The original plan had been for the host computers to handle
the routing logic. However, the hosts of the era were not designed for this kind of real-
time, high-reliability task. It became clear that the network needed its own
intelligence. The IMPs, which would eventually evolve into routers, took on the
responsibility of managing the flow of packets. The Host-to-IMP protocol was the first
layer of communication, defining how a computer would talk to its local IMP. But the
bigger challenge was creating a Host-to-Host protocol that could ensure reliable
communication end-to-end, even as packets were being dropped, delayed, or
reordered by the network itself.

To solve this, the Network Working Group (NWG), a collaborative and informal body of
researchers spread across the connected sites, began designing the first host-level
protocols. One of the earliest was the Network Control Program (NCP), which provided
a reliable, connection-oriented service for applications. NCP established a virtual
circuit between two hosts, managed flow control, and handled error detection. It was
the crucial software that sat on top of the IMP network and allowed applications to run.
However, NCP had a significant limitation: it assumed the network itself was relatively
reliable. It was designed for a friendly, academic environment where packets rarely
got lost, not for the chaotic, potentially hostile world the internet would eventually
become.

The early 1970s saw the ARPANET expand rapidly, connecting dozens of universities
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and research centers. As it grew, so did the range of applications built upon it. Email,
or electronic mail, quickly became the network’s killer app. Ray Tomlinson, a BBN
engineer, is credited with creating the first networked email system in 1971, choosing
the "@" symbol to separate a user’s name from their machine’s address. The ability to
send instant messages to colleagues across the country was transformative. File
transfer and remote login also became common uses. The ARPANET was proving to be
a powerful tool for collaboration. It was still a closed system, accessible only to those
with clearance and a research affiliation, but its potential was undeniable.

While the ARPANET was taking shape in the United States, a parallel and ultimately
crucial development was happening in France. French engineer Louis Pouzin, a
charismatic and influential figure, was leading the development of CYCLADES, a
network commissioned by the French government. CYCLADES was designed with a
different philosophy from the ARPANET. Pouzin was a firm believer in a simpler
network core. The ARPANET’s IMPs were becoming complex, handling functions like
reliability and reassembly. Pouzin argued that the network’s core should only handle
one task: getting packets from one point to another, as quickly as possible. All other
functions, like ensuring reliability and managing data streams, should be left to the
hosts at the edges of the network.

This philosophy is known as the "end-to-end principle," and it is one of the most
important architectural ideas in the history of the internet. In CYCLADES, the packet-
switching nodes (called CIGALE) were designed to be simple and fast. They just
forwarded datagrams—packets with a source and destination address, but no
guarantee of delivery. Reliability was the responsibility of the host computers. This
approach made the network more flexible and robust. It meant that new applications
could be developed at the edges without needing to change the core network
infrastructure. Pouzin and his team also pioneered the use of datagrams and
experimented with concepts like virtual circuits, providing invaluable insights that
would influence the next generation of protocols.

By the mid-1970s, the world had multiple, separate packet-switched networks. The
ARPANET, CYCLADES, and others were beginning to flourish, but they couldn't talk to
each other. This was the "internetworking" problem, and it was the central challenge
that would lead directly to the creation of the modern Internet. The key figures in this
next phase were Robert Kahn, who had taken over leadership of the ARPANET project
at DARPA (ARPA's new name), and Vint Cerf, a computer scientist at Stanford. In 1974,
they published a seminal paper titled "A Protocol for Packet Network
Intercommunication," which described the specifications for TCP, the Transmission
Control Program.

Kahn and Cerf’s vision was to connect these disparate networks into a single
"internetwork" or "internet." The core idea was to place the responsibility for reliability
and error correction on the communicating hosts, not the intermediate networks. This
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was a direct application of the end-to-end principle championed by Louis Pouzin and
CYCLADES. The protocol they designed, TCP, acted as a wrapper. It would take data
from an application, break it into packets, add a header with sequence numbers and
addressing information, and hand it to the underlying network. The receiving TCP
would reassemble the data in the correct order, request retransmission of any missing
packets, and deliver the final, ordered stream of data to the destination application.

A crucial debate occurred during the development of the TCP/IP protocol suite. Initially,
TCP combined the functions of both reliable data delivery and internetwork routing.
However, it soon became clear that this was trying to do too much. The protocol was
split in two. TCP remained the protocol for managing the data stream, ensuring it
arrives correctly and in order. A new, simpler protocol was created for the routing
function: the Internet Protocol, or IP. IP’s job is simple: to move individual packets,
called datagrams, from a source host to a destination host across multiple networks. It
provides an unreliable, connectionless delivery service. The combination of TCP and IP
would become the foundational protocol suite of the internet.

The transition from a single, government-funded network to a broader "internet"
required a period of coexistence and migration. In 1983, the ARPANET officially
switched from its original NCP protocol to TCP/IP. This was a massive undertaking.
Every host on the network had to be upgraded or replaced. It was like trying to change
the engine of a moving car. The "flag day" cutover on January 1, 1983, was a success,
but it was a moment of high tension for the network operators of the day. This event is
often considered the official birth of the modern Internet, as it established the
universal language (TCP/IP) that would allow networks of all kinds to connect.

Throughout this period, the National Science Foundation (NSF) was watching the
ARPANET’s success with great interest. They saw the power of networking for scientific
collaboration and decided to build their own, larger-scale network. In 1986, the
NSFNET was launched. Its primary purpose was to connect supercomputing centers
and allow researchers to access them remotely. The NSFNET backbone was faster
than the ARPANET and quickly became the primary hub for U.S. research networking.
As more and more regional networks connected to it, the center of gravity for the
internet began to shift away from the military-funded ARPANET.

The architecture of the early ARPANET was elegant but had a key component: the
IMPs. These were specialized, custom-built computers that formed the backbone of the
network. As the network grew, and as other networks adopted packet-switching, a new
type of device was needed. This device was the router. While an IMP was a general-
purpose computer with specialized software, a router was a device purpose-built to
forward packets between different networks. Routers became the critical junction
points in an internetwork. They would examine the destination IP address in a packet's
header and, using a routing table, decide which of their network interfaces to send the
packet out on to get it one hop closer to its final destination.
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The expansion of the network meant that the lines connecting the nodes were just as
important as the nodes themselves. The initial ARPANET links were 56 kbps, which was
fast for the time but is laughably slow by today’s standards. A pivotal improvement
came from the development of the first commercial internet routers by a company
called cisco Systems, founded by Len Bosack and Sandy Lerner. The router was a
transformative technology that enabled the scaling of internetworks beyond the
experimental phase. Routers could connect to many different types of networks
simultaneously, from leased telephone lines to local Ethernet networks, making them
the universal glue of the internet. This hardware evolution was critical for supporting
the exponential growth that was to come.

As the 1980s drew to a close, the landscape of the internet was changing. The
ARPANET, the original pioneer, was formally decommissioned in 1990. Its mission was
complete; the technology and the culture of collaborative networking it had spawned
were now fully embedded in the NSFNET and other burgeoning networks. The internet
was still largely a U.S. phenomenon, but it was growing internationally. The protocols,
particularly TCP/IP, were proving to be so effective and open that they were being
adopted by other countries and organizations.

The stage was now set for the next, explosive phase of growth. The infrastructure of
routers, leased lines, and a robust, standardized protocol suite was in place. The user
base was growing from a small community of computer scientists to a broader
academic and research population. All that was missing was a simple, compelling way
for non-experts to use this global network for something other than file transfer and
email. That missing piece, a user-friendly graphical interface for accessing
information, was about to arrive. The engine was built; now it was time to invent the
wheel.

Sample from MixCache.com - The Online eBook Marketplace



SHARING STRICTLY PROHIBITED - For personal use of the licensed account only - See MixCache.com Terms of Use.

SA
MPL

E 
CO

PY

This is a sample preview. Purchase the book to read the full content.

Visit MixCache.com to purchase the complete book.

Powered by TCPDF (www.tcpdf.org)

Sample from MixCache.com - The Online eBook Marketplace

http://www.tcpdf.org

