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Introduction

The 20th century’s world wars are often remembered through images of brute force:
artillery barrages, tank assaults, and amphibious landings. Yet, beneath the surface of
these visible struggles, another, quieter battle raged—a contest of intellect and
secrecy that would prove equally decisive. This hidden conflict unfolded in the
shadowed offices of codebreakers and intelligence officers, where cryptanalysis,
interception, and the relentless search for meaning within encrypted messages tilted
the fate of nations. “Breaking Enigmas: Cryptanalysis, Codebreaking, and Intelligence
in World Wars | and 1I” explores this shadow war and sheds light on the individuals and
institutions who fought it, from the era of the Zimmermann Telegram to the “Ultra”
and “Magic” operations that would help define the outcome of the Second World War.

The story of signals intelligence (SIGINT) in the world wars is not merely a technical or
academic pursuit; it is a drama of human ingenuity, persistence, and innovation. The
birth of modern cryptography, catalyzed by the necessity of war, accelerated the
development of techniques and technologies that pierced the veil of secrecy. By
reading the enemy’s mind—sometimes as soon as their own commanders could—a
handful of codebreakers influenced everything from the movement of ships in the
Atlantic to the decisions made in the highest councils of power. The successes and
failures of cryptographic work altered the courses of battles, shaped national policy,
and even changed the geopolitical map.

World War | marked the true dawn of this age, with organizations like Britain’s Room
40 and America’s Black Chamber demonstrating that intercepted and broken
messages could have strategic consequences. The shocking impact of the
Zimmermann Telegram, which drew the United States into the war, testified to the
outsized influence of secrets revealed at the right moment. Yet, the lessons of the
Great War would only set the stage for a far greater cryptographic struggle that
unfolded two decades later.

As the interwar years brought technological innovation—including the development of
electro-mechanical cipher machines such as Germany’s Enigma—both sides believed
they could lock their communications behind seemingly unbreakable codes. Yet,
human determination and mathematical brilliance would again break what was
considered unbreakable. At institutional hubs like Bletchley Park in Britain and the
Signal Intelligence Service in the United States, teams of gifted individuals, often
working under immense pressure and secrecy, would crack the ciphers securing the
plans of Nazi Germany and Imperial Japan. From the long struggle against the Enigma
to the reverse engineering of the Japanese “Purple” machine, the relentless pursuit of
the secret meaning within intercepted signals altered the trajectory of the conflict.
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This book is designed for both the newcomer and the seasoned reader. While
exploring complex cryptographic concepts, it aims for clarity and accessibility,
providing straightforward explanations for non-specialists alongside the stories of the
personalities and organizations that shaped SIGINT history. Readers will discover not
only how codes were broken, but why their breaking mattered—how a message
decrypted at the right time could mean the difference between victory and defeat,
between tragedy and triumph.

By comparing the evolution, breakthroughs, and consequences of codebreaking across
both World Wars, “Breaking Enigmas” reveals the enduring strategic impact of signals
intelligence. It considers the legacy left by wartime cryptanalysis: the foundations of
modern intelligence practices, the birth of computing, and the moral questions raised
by secrecy and surveillance in the service of nations. As the narrative unfolds from
Room 40’s exploits to Ultra’s decisive role and Magic’s revelations, it reminds us that
in war, the power to know—ahead of time, from within the enemy’s own
communications—is perhaps the most game-changing advantage of all.
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CHAPTER ONE: The Birth of Cryptography: Secrets
and Ciphers Before World War |

Before the crackle of radio waves carried secret messages across battlefields and
oceans, the art of concealing information was as old as communication itself. For
millennia, leaders, lovers, and spies alike sought ways to communicate without
revealing their secrets to prying eyes. This ancient quest for secure communication
laid the groundwork for the sophisticated cryptanalytic endeavors that would define
the World Wars. From simple substitution ciphers carved into clay tablets to complex
mechanical devices, the journey to breaking enigmas began with the very human
need to keep a secret.

Early attempts at cryptography were often rudimentary by modern standards but
effective for their time. One of the earliest known examples dates back to ancient
Mesopotamia, where a Babylonian scribe used a form of cryptographic substitution to
protect a pottery glaze recipe. The Spartans, masters of military innovation, employed
the scytale, a cylindrical staff around which a strip of parchment was wound. A
message was written along the length of the staff, and when unwound, the letters
were scrambled. Only by winding the parchment around another staff of identical
diameter could the message be deciphered. It was a physical key for a physical cipher,
an elegant solution for its era.

The Romans, too, understood the value of secure communication. Julius Caesar, a
keen military strategist, lent his name to one of the most famous and straightforward
ciphers: the Caesar cipher. This method involved shifting each letter of the alphabet a
fixed number of positions down. For instance, with a shift of three, ‘A’ would become
‘D’, ‘B’ would become ‘E’, and so on. While easily broken by modern frequency
analysis - the study of how often certain letters appear in a language - it proved
remarkably effective for centuries, particularly against those unfamiliar with the
technique. Its simplicity was both its strength and its eventual weakness.

As empires rose and fell, so too did cryptographic techniques evolve. The Arab world,
a beacon of scientific and mathematical inquiry during the Middle Ages, made
significant strides in both cryptography and cryptanalysis. The 9th-century Arab
mathematician Al-Kindi wrote a treatise on deciphering encrypted messages,
introducing methods of frequency analysis and even suggesting ways to break
polyalphabetic ciphers, which used multiple Caesar-like shifts to further obscure the
message. His work marked a pivotal moment, shifting cryptanalysis from guesswork to
a more scientific discipline.
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The Renaissance brought a resurgence of interest in classical knowledge and, with it,
renewed innovation in cryptography. Leon Battista Alberti, an Italian polymath of the
15th century, is often credited with inventing the first polyalphabetic cipher using a
cipher disk. This device allowed the sender and receiver to quickly change the
substitution alphabet for each letter or group of letters, making frequency analysis far
more challenging. Imagine a spinning wheel of letters, changing its configuration with
every turn, and you begin to grasp the added complexity.

A century later, the French diplomat Blaise de Vigenere developed a more robust
polyalphabetic cipher that would bear his name: the Vigenere cipher. This method
used a keyword to determine which Caesar shift to apply to each letter of the
plaintext, effectively creating multiple substitution alphabets within a single message.
For centuries, the Vigenere cipher was considered unbreakable, earning it the moniker
"the unbreakable cipher." It resisted numerous attempts at cryptanalysis, largely due
to its variable substitutions, which frustrated simple frequency analysis. Its strength
lay in the very principle Al-Kindi had explored centuries earlier, now refined and
systematized.

However, no cipher, no matter how ingenious, remains unbreakable forever. The
Victorian era, with its fascination for puzzles and secret societies, also saw the
unraveling of the Vigenéere cipher. Charles Babbage, the eccentric British
mathematician and inventor often called the "Father of the Computer," independently
rediscovered a method for breaking it in the mid-19th century. Friedrich Kasiski, a
Prussian army officer, published his own general method for attacking the Vigenere
cipher in 1863, building upon earlier work and effectively demystifying the
"unbreakable" code. His technique, known as the Kasiski examination, involved
identifying repeated sequences of letters in the ciphertext, which could reveal the
length of the keyword, thereby reducing the problem to a series of simpler Caesar
ciphers. The seemingly impregnable fortress of Vigenere had finally fallen.

Beyond these well-known examples, the 19th century witnessed a burgeoning interest
in cryptography, driven by advancements in communications technology. The
telegraph, introduced in the 1830s, allowed messages to travel farther and faster than
ever before. This speed, however, also created new vulnerabilities. While a messenger
could be intercepted, a telegraph wire could be tapped, and signals could be copied
without the sender or receiver ever knowing. The need for robust encryption became
paramount for both military and diplomatic communications. Governments and
commercial enterprises began to invest more seriously in cryptographic research and
development, slowly moving away from purely manual ciphers towards more complex,
often mechanical, aids.

Cipher disks, slides, and intricate lookup tables became common tools for those
tasked with securing communications. These devices didn't inherently change the
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underlying cryptographic principles, but they did make the encoding and decoding
process faster, more accurate, and less prone to human error. The increasing volume
of telegraphic traffic also meant that manual cryptanalysis, while still the primary
method, was becoming an increasingly daunting task. The sheer scale of messages
demanded more efficient, if not yet automated, methods of attack.

The late 19th and early 20th centuries were a transitional period. While many nations
still relied on relatively simple manual ciphers for much of their communication, the
seeds of future cryptographic complexity were being sown. The understanding that
even a seemingly robust cipher could be broken with enough ingenuity and systematic
effort was firmly established. The lessons learned from breaking the Vigenére cipher
and the growing challenges of telegraphic security highlighted the need for truly
innovative solutions. This intellectual arms race between code makers and code
breakers was about to accelerate dramatically with the advent of a new form of
communication: wireless radio.

The stage was set for a cryptographic revolution. The foundational principles of
substitution, transposition, and frequency analysis, honed over centuries, would soon
be applied to challenges far greater than anything Caesar or Vigenere could have
imagined. The world was hurtling towards a global conflict where the ability to keep
secrets, and perhaps more importantly, to steal them, would dictate the course of
history. The ancient art of cryptography was about to become a vital, strategic
science. The methods, the mindset, and the relentless pursuit of hidden meaning,
developed over millennia, were all converging towards the moment when the first
radio waves of the Great War would carry not just messages, but the very fate of
nations, encrypted and awaiting a discerning eye to break their spell. The quiet
intellectual battle was about to become a roaring conflict, fought with pencils and
paper, ingenuity and persistence, in the clandestine corners of intelligence agencies
around the world.
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